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Enrolling iPhone in Intune for Outlook Email

In order to provide the appropriate layer of security for our @health.slu.edu accounts, the Intune Company
Portal must be installed and configured on mobile devices to access those email accounts. Follow the process
below to install and configure the Intune Company Portal on your iPhone or iPad and then add Outlook to the
tool for email access.

REQUIREMENTS

Your iPhone or iPad must adhere to the following:

® Must not be jailbroken (hacked)
e Must have pin passcode of at least 6 characters
e Must have a screen timeout and require passcode to login

DIRECTIONS - ENROLLING MICROSOFT INTUNE COMPANY PORTAL:

1. OnyouriPhone or iPad, open the Settings app, select General, and select Software
Updates, and see if you are up-to-date. If there is a pending iOS update, proceed with
the update.

NOTE: It’s always recommended to have your iOS device connected to a charger for
updates. It is a good precaution to be connected to a charger for this entire procedure.
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2. Once you’ve confirmed that your iPhone or iPad is
up-to-date, open the App Store on your device and
download the Microsoft Intune Company Portal.
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3. Once downloaded, open the app.

4. Upon opening the app, press the blue Sign In button.

5. If the Intune Company Portal has been run on your device
before, there will be accounts listed. If your current SLU
email address is one of those accounts listed, you may
select that and tap the Continue button at the bottom of
the screen and proceed to Step 9. Otherwise, sign in with
another account and tap the Continue button.

= Intune Company
‘ Portal

Microsoft Corporation

Company Portal

and keep

ol VZW Wi-Fi &

Accounts found

Select the account you would like to use to
sign in.

ted.stahl@health.slu.edu
Ted Stahl

®
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6. At the Microsoft Intune Sign in screen, enter your SLU

email address (firstname.lastname@health.slu.edu) and

tap the blue Next button.

7. You will be taken to the blue

SLU Central Login Service
screen. Enter your SLU Net ID
and Password.

8. You will be prompted to

confirm your identity through
Okta. Select your preferred
method of authentication and
provide confirmation.

< App Store ' T

Cancel

Connecting to 1|

SAINT LOUIS
UNIVERSITY.

Central Login Service

Username

Password

Sign In

Unable to login?

Intune Company
Portal

Microsoft Corporation

< App Store ' T

Cancel

Microsoft Intune

B® Microsoft

Sign in

[Email or phone ]

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies ...

< App Store ' T

Cancel

SAINT LOUIS

5"5 UNIVERSITY.

V

Okta Verify (Edwin’s
iPhone)

Send Push

Or enter code

B send push automatically

M Do not challenge me on this device for
the next 12 hours

Back to sign in
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9. You will be presented with a
screen stating Get notified so
you don’t lose access. Tap the
Ok button at the bottom of
the screen.

10.A pop-up screen will appear
to confirm that the Company
Portal app will send you
notifications. Tap the Allow
button.

11.You will then see a list of the steps you will need to
complete in order to finish enrolling your device in the
Intune Company Portal. These include:
® Review privacy information
Download management profile
Install management profile

Check device settings

Click the Begin button at the bottom of the screen.

| VZW Wi-Fi 76% @)

Close

Saint Louis University

Get notified so youdon't
lose access

X

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

Intune Company
Portal

Microsoft Corporation

“Comp Portal” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

(aow )
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Saint Louis University

Set up Saint Louis
University access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.
) Review privacy information
2) Download management profile
@ Install management profile

@ Check device settings
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12.You will be presented with a screen labelled Device

management and your privacy. This allows you to choose

between lists of what SLU can and can’t do on your device.

If your device is University-owned, there are additional
things that they can do including see all the apps installed
and locate the device if lost. Once you review the lists, tap
the Continue button at the bottom of the screen.

13.You will be returned to the list

of steps for enrollment, but
Review privacy information is
now checked green. Tap the
Continue button at the
bottom of the screen.

14.This step opens a web page to

download a configuration
profile. It will prompt you if
you want to allow this. Tap
the Allow button.

wl VZW Wi-Fi 5:40 PM

Saint Louis University

Set up Saint Louis
University access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
|
(@ Download management profile

|
@ Install management profile
|

@ Check device settings

88% (43

Intune Company
Portal

Microsoft Corporation
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< Back
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Device management and
your privacy

Here is what Saint Louis University can and
cannot see or do on your device. Data
collected will only be used to ensure your

device is compliant with policies to protect
Saint Louis University data.

Can't Can

- View browsing history on this device

- See your personal emails, documents, contacts,
or calendar

« Access your passwords

« View, edit or delete your photos
+ See the location of a personal device

wll VZW Wi-Fi 2 5:42 PM 89% [#3)

Cancel @ ianage.microsoft.com aA

Saint Louis University

Download management profile

This website is trying to download a
configuration profile. Do you want to
allow this?
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15.You will get another prompt
confirming that the profile
has been downloaded. Tap
the Close button.

16.That will reveal the
instructions to Continue to
Company Portal app by
tapping the Continue button.
Tap the button.

17.You will be returned to the list of steps for enrollment, but
Review privacy information and Download management
profile are now checked green. Tap the Continue button at

the bottom of the screen.

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Intune Company
Portal

Microsoft Corporation

! VZW Wi-Fi 5:46 PM 90% &)

Cancel @& 'anage.microsoft.com aA C,

Saint Louis University

Continue to Company Portal

Saint Louis University Privacy Terms
©® 2021 Microsoft. All rights reserved.

! VZW Wi-Fi & 5:48 PM 91% &3

Saint Louis University

Set up Saint Louis
University access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.
Review privacy information
Download management profile

3) Install management profile

@ Check device settings
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18.This brings up the instructions for installing the
management profile.

wl VZW Wi-Fi &

Settings
Edwin Stahl
Apple ID, iCloud, Media & Purchases

Apple TV+ Free Year Available

Profile Downloaded

19.Exit out of the Intune
Company Portal and open the
Settings app.

20.Select Profile Downloaded.
If you don’t see that option:
a. Scroll down and select
General.
b. Select Profiles. b

B Bluetooth On

. Cellular

. Airplane Mode .

Our Internet

21.Select Install.

[ Notifications

Intune Company
Portal

Microsoft Corporation

o VZW Wi-Fi

< Back

91% [

How to install
management profile
1. Go to the Settings app
Select Profile Downloaded.
If you don't see that option:
a. Select 8 General.
b. Select Profiles.
2. Select Install

Follow the on-screen instructions to complete the
installation.

3. Open the Company Portal app again

wl VZW Wi-Fi 2

Install Profile

(i)

Management Profile /

I by 10SProfileSigning.manage.microsoft.com
Verified v/

1 Install this profile to get access to your
company apps

Device Enroliment Challenge

More Details
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22.Enter your device’s passcode.

23.Tap the blue Install button at
the bottom of the screen.

24.This brings you to a page that discusses the power provided
via a Root Certificate. Select Install in the upper right

corner of the screen.

Intune Company
Portal

Microsoft Corporation

ol VZW Wi-Fi B

Enter Passcode

ol VIW Wi-Fi &

Enter your passcode

O CROR OO0

ol VZW Wi-Fi &

Warning

/

Installing the certificate “Microsoft Intune Root
Certification Authority” will add it to the list of
trusted certificates on your iPhone.

Installing this profile will allow the

administrator at "https://
i.manage.microsoft.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your
iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.
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wl VZW Wi-Fi

25.When prompted if you trust
the profile’s source, tap Trust.

26.0nce complete, a page will
appear stating Profile

InSta "ed ° Remote Management
Do you trust this profile's source to
Ta p Done . enroll your iPhone into remote

management?

(=)

27.0pen the Company Portal
app again.

28.Upon returning to the Company Portal app, you will be
asked to identify if your device is owned by the University
or you. Select the owner and tap the Continue button.

Intune Company
Portal

Microsoft Corporation

ol VIW Wi-Fi &

Profile Installed

. Management Profile

by 10SProfileSigning.manage.microsoft.com
Verified v/

=

Install this profile to get access to your
company apps

Mobile Device Management
Device Identity Certificate
2 Certificates

More Details

o VZW Wi-Fi 2 6:09 PM 96% 43

Saint Louis University

Choose the best category for
this device

This category helps your IT admin provide
access to company resources for this device.

After setting this category, you must contact
your IT admin to change it.

University Owned Device /

Personal Device

——
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29.You will be returned to the list of steps for enroliment, but
all of the steps are now checked green. Tap the Done
button at the bottom of the screen.

30.You will now see the Apps
screen. You want to add
Microsoft Outlook and
Microsoft Authenticator to
your device. If you do not see
them on this screen, tap the
blue text to the right that
says, View all apps.

! VZW Wi-Fi &

96% 43

Saint Louis University

Apps

Q

Recently published E
M|crosoft OneNote
Micre

. |crosoft Teams
Micro
6 M|crosoft Authenticator

Microsoft Corporation

Apps

o1l VZW Wi-Fi =

o VZW Wi-Fi &

Intune Company
Portal

Microsoft Corporation

6:12 PM 96% ([[43)

Saint Louis University

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

® Download management profile
|

@ Install management profile
|

@ Check device settings

6:15 PM 96% [€43)

All apps ’

< Apps

Microsoft
Micr

Microsoft Excel
Microsoft Corporation

Microsoft OneDrive
Microsoft Corporation

Microsoft OneNote

Microsoft Outlook
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< All apps

Microsoft
Authenticator

31'Se|eCt eaCh Of the apps and Sign in is easy, convenient, and secure when
ta p the |nSta|| button you use Microsoft Authenticator. Use your

phone, not your password, to log into your
Microsoft account. You simply have to ente...

32.A message will appear:
Pending install. Go to the
home screen to check Version
progress. Date published

Device management
required

33.You will then get a pop-up notification for each of the apps
stating that SLU is about to install and manage them. Tap
the Install button.

34.0nce completed, all apps should be visible on your home
screen. Feel free to place them in useful locations. You will
not need to open the Intune Company Portal to access
Outlook. You can run Outlook directly from its icon. Though
you’ll need Microsoft Authenticator installed, you will
never need to run it directly. Outlook accesses Microsoft
Authenticator itself when needed.

Intune Company
Portal

Microsoft Corporation

o VZW Wi-Fi & 97% ©43)

< All apps

Microsoft Outlook

Outlook lets you bring all your email
accounts and calendars in one convenient
spot. Whether it's staying on top of your
inbox or scheduling the next big thing, we...

Version
Date published

Device management
required

App Installation
Saint Louis University is about to install
and manage the app “Microsoft
Teams” from the App Store.
Your iTunes account will not be
charged for this app.
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DIRECTIONS - SETTING UP OUTLOOK:

1. Tap the Outlook icon from your home screen to run the app.

2. Outlook should recognize your SLU email address

(firstname.lastname@health.slu.edu). If it does, tap the Skip
button at the bottom of the screen and proceed to Step 5.

If it does not, tap the Add Account button.

3. At the next screen tap the Add
button.

4. Enter your SLU email address
(firstname.lastname@health.slu.edu),
and log into your account if
prompted.

w! VZW Wi-Fi T 6:35 PM

Add Another Account

()

Would you like to add
another account?

=8 Intune Company
) 3 Portal

Microsoft Corporation

o' VZIW Wi-Fi 6:27 PM

1 Account Found

ted.stahl@health.slu.edu

< App Store ' T 5:17 PM

Cancel

BE Microsoft
Sign in

ted.stahl@health.slu.edu

Can't access your account?

EE0EER0B0
o BRNEVBAR o

go
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5. You should now see your Outlook inbox and have access to

your SLU email account.

Intune Company
Portal

Microsoft Corporation

ol VZW Wi-Fi &
M Inbox

Focused Other = Filter

@ United Way of Greater St. L...
[External] Help Your Neighbors Recover...

provost@slu.edu 1
Staffing changes in the Office of the Pro...
ar collea rite today r

SLU Newslink
Gilbert Named Rubenstein Fellow at the...
I S SLU CPHSJ Prof ]
Rubensteir

@ Microsoft Viva
Your daily briefing

@ The Okta Team .
[External] Action Required: Service,
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